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Zorro block cipher [G+13]

» Lightweight block cipher that targets side channel
security.

» 128-bit block, 128-bit key.
» Single-key iterated Even-Mansour construction.

» 24 rounds, every four rounds the key is XORed to the
state.

» Based on the AES
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ZORRO

The ZORRO Block Cipher (cont.)
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ZORRO

The ZORRO Round Function
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Interesting Properties of Zorro [W+13]

» S-boxes are used only in the first row.
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» S-boxes are used only in the first row.

» Circulant matrices have interesting properties when raised
to the power. Namely,

231 1\" 1000
1231 o100
1123 “loo1o0
3112 0001

Orr Dunkelman Zorro 5/ 12



Properties

Interesting Properties of Zorro [W+13]

» S-boxes are used only in the first row.

» Circulant matrices have interesting properties when raised
to the power. Namely,

231 1\" 1000
1231 o100
1123 “loo1o0
3112 0001

» So what?
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Properties

Differential /Linear Properties of Zorro [W+13]

» Consider differences/masks of the form:

a a a a
b b b b
c ¢c c ¢
d d d d

» The equality of different columns remains, up to the
S-boxes.
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Properties

Differential /Linear Properties of Zorro [W+13]

» Consider differences/masks of the form:

a a a a
b b b b
c ¢c c ¢
d d d d

» The equality of different columns remains, up to the
S-boxes.

» Which are applied only to the first row.
» So let's try to not activate it...
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Properties

Differential /Linear Properties of Zorro (cont.)
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Properties

Implications [W+13]

» Using the iterative characteristic it is possible to devise:

» Differential attack (20-round characteristic, 271083
probability, 4-R attack, 21124 cpg 01124 time).

» Linear distinguisher (24-round characteristic, 275262
bias, 0-R attack, 219%-3 KPs).
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Improvements

Our Improvements — Linear Attack

» Distinguisher = key recovery transformation.
20-round linear characteristic

4-round attack

Immediate attack — 2°° KPs and time
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With some more improvements can be reduced. ..
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Improvements

A Different Mask

» We can also change the mask a bit, to obtain
characteristics with 2 active S-boxes every two rounds:
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Improvements

A Different Mask (cont.)

» The different mask has 2 active S-boxes/2 rounds, rather
than 4 active S-boxes/4 rounds.
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Improvements

A Different Mask (cont.)

» The different mask has 2 active S-boxes/2 rounds, rather
than 4 active S-boxes/4 rounds.

» The gain is not in the probability, but rather in the key
recovery phase.

Attack Complexity

Data Time Memory
Differential | 2% CPs 2%

Linear 2833 Kps 288 280
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Improvements
Questions?

Thank you for your attention!
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